MATEPHUAJI
JUTS 4ICHOB MH(OPMAIIMOHHO-TIPONIAraHAMCTCKUX TPYIII
(maii 2024 1.)

«HpO(l)I/IJ'IaKTI/IKa HpeCTyHHeHHﬁ, CBSI3AHHBIX € HENPaBOMEPHBLIM
3aBJIaICHUEM PEKBUIUTAMHU IJIACTUKOBBIX 0AHKOBCKHX KapT 1 XHIICHUEM
CPEACTB C KapT-CU€TOB I'PakKjiaH, 4 TAK/KEC B cq)epe BBICOKHX TEXHOJIOTHii»

Mamepuan noocomoanen
Vnpaenenuem Creocmeennozo komumema Pecnyonuku bBenapyco
no I poouenckot obracmu

Cocrosinue NMPEeCTYNNHOCTH B chepe NMPOTUBOACHCTBUS
KHOepNnpPecTYNHOCTH.

Ha TEPPUTOPUU I'ponneHckon o0nacTu 3apEruCTPpUPOBAHO
NPECTYIUICHUN B cpepe MPOTUBOACHCTBUS KHOEPIPECTYITHOCTH:

2018 r. — 300 mpecTyruieHui

2019 r.-930

2020 r. — 2700
2021 r.—-1814
2022 r. — 1407

2023 1. — 1529 (u3 xotopsix 1420 — xumeHus neHexHbIX cpeactn: 1096 —
COBEPILECHHBIX IMyTEM MOJIU(PUKAIUK KOMIbIOTepHON uHpopmauuu, 301 —
yTeM MOIIIEHHUYECTBa U 23 — MMyTEeM BBIMOTaTENIbCTBA).

3a 1 kBapraa 2024 roga B CpPaBHEHUU C AHAIOTMYHBIM [EPUOJIOM
IOPOLIJIOr0 TOJa IPOM3OIIEN CYIIECTBEHHBI POCT IO OTACIBbHBIM BHAAM
npecrymienuid. B uyactHoctu, co 178 mo 277 (unu HaA 55,6%) BO3poOCIio
KOJIMYECTBO MOILIEHHUYECTB; ¢ 5 10 18 yBeNIMUUIOCH YHUCIIO BHIMOTATEIBCTB, C
5 nmo 16 mnpecrymieHUM TO HE3aKOHHOMY OOOpOTY CpEACTB IUIaTeXa U
uHcTpyMeHTOB (cT. 222 YK), ¢ 2 no 7 npecTtymieHui, npeayCMOTPEHHBIX CT.
340 YK (3aBe1oMo J10:KHOE COOOIIIeHHE 00 OMACHOCTH).

Kak BugHo u3 craructuku, kak B 2022-2023 romax, Tak M B TEKYyIIEM
rogy, Ha Tepputopun ['pomaHeHCKON oOmact (Qukcupyercss OoJbinoe
KOJIMYECTBO XMIICHUM [JIEHEXKHBIX CPEICTB TpaxAaH, COBEPIICHHBIX C
UCIIOJIb30BAHUEM uH()OPMAITMOHHO-KOMMYHUKAITMOHHBIX TE€XHOJIOTUH,
OOJIBIITYI0  4YacTh  KOTOPBIX  COCTaBJSIFIOT HMMEHHO XulleHus  (ImyTem
MoauduKauu komneiotepHor uHbopmaruu (ct. 212 YK) u MorieHHu4YecTBa
(ct. 209 YK).

XHUIIEHUE JICHSKHBIX CPEJCTB MyTeM MOAM(PUKANNM KOMIbLIOTEPHOM
uHpopMaNMM 3JI0YMBIIIJICHHUKAMH COBEPILAETCS B PE3YyJbTAaTe MOTy4YECHUS
JocTyna K OaHKOBCKOMY CYETY € MCIHOJIb30BAHMEM IEPEAAHHBIX BIIAJICNIbIIEM
cueTa pPEeKBU3UTOB OAHKOBCKOW KapThl, MyT€M JOCTyIa K CUCTEME MHTEPHET-
OAHKUHT WJIM K MOOMJIBHOMY YCTPOMCTBY MOTEpIIEBILIETO 4Yepe3 YJajIeHHbIC



IporpaMMbl, a TakKXe C HCIOJIb30BAHUEM TMOXUIICHHON WA MOTEPSHHOM
O0aHKOBCKOM IJIATE)KHOU KapThI.

XullleHne MyTeM MOIIIeHHHYeCcTBA COBEpIIAeTCs B pe3yjbTaTe
UCIIOJIb30BAHUS TMPECTyMHUKOM TaK Ha3bIBAEMBIX METOJOB COIMAIBHOM
WHXXEHEPUH, KOTJa IOTEPIEBIIEr0o BBIHYKIAIOT 1107, BHJAOM 3BOHKA OT
COTpYyAHMKAa OaHKOBCKOTO YUPEKICHUS WM IMPABOOXPAHUTEIBLHBIX OPTaHOB
T0OpPOBOJIBHO OCYIIIECTBUTH MEPEBOJ] ICHEKHBIX CPEACTB ISl UX COXPaHEHUS
Ha CYETE WU C IeNIbI0 TOMMKH MOIIEHHUKA, a TAK)KE B KAYECTBE MPEAOIIATHI
3a TOBap B (heiKOBOM MHTEPHET-Mara3uHe, 3a apeHay KUiabs U T.1.

3adukcupoBaHHble (akThl BbIMOTaTeJbcTBA B MHTepHETe B OOMbIIEH
YacTH CBSI3aHBI C BBICKAa3bIBAHMEM TPeOOBaHUM MEpeBO/a JACHEKHBIX CPENICTB
MOJ1 YTPO30il paclpOCTpaHEHHUs B CETHU MHTUMHBIX MAaTE€pPUAJIOB, «IIOMABIINX) B
PYKH 3IIOYMBINIJICHHUKY B XOJ€ JOBEPHUTEIBbHOW TMEPENMCKH Ha calTax
3HAKOMCTB, B COIIMaJbHBIX CETAX, MecceHmkepax. Jloctym k Takum
MaTepHuaiaM 3JI0yMBIIIIEHHUK TaKKe MOXKET MOJIYYUTh TOCIIEe B3JIOMa CTPAHHMII
B COITMAILHBIX CETSAX W B MHBIX aKKAYHTaX.

Haubosiee pacnpocrpaHeHHbIe CcXeMbl H  CIHOCO0ObI, KOTOpbIE
HCIOJb3YHOT MNPECTYNNHUKHU JISl XHUIIEHHUS] JICHEKHBIX CPeIACTB B CeTH
HNurepner.

1. «BHIIHMHI» - METOJI COLMAIbHOW WHKECHEPUHU, 3aKIIOYAIOLINNCI B
OCYUIECTBJIEHUU TeNe()OHHBIX 3BOHKOB IpaxkaaHaM (KaK MpaBUJIO B MHTEPHET-
MECCEHKepax) OT HMEHHM paOOTHUKOB  OaHKOBCKHX  YUYPEXKIACHU,
MPaBOOXPAHUTEIBHBIX  OPraHOB, KOTJa  3JIOYMBIIUJICHHUKH  COOOIIAIOT
Ipa)XJIaHUHY, YTO KaKOe-TO JUI0 0e3 BepoMa 0(hopMUIIO Ha HETO KPEeIuT JInOo
COBEPLIAETCS IOIBITKA XUIICHUS IEHEKHBIX CPEICTB CO CUETA.

JIist OTMEHBI KpeawTa, JU0O0 MPEAOTBPAIICHUS XHUIIEHUS JICHEXKHBIX
CPEJICTB CO Cu€Ta U MOMMKHA BUHOBHOTO HEOOXOJUMO CPOUYHO OPOPMUTH HOBBIE
KpEIUThl Ha MAaKCUMAJIbHYIO CYMMY IUIaT€XECHOCOOHOCTH, JIMOO MEPEeBECTH
JEHbI'n Ha «0€30MacHBIM CUEeT» WIM <BallUIIeHHYI s4Yeuky». Jlis
yOeIUTENbHOCTH K JaHHBIM 3BOHKAM <GKEPTBE» TaK)Ke HAUMHAIOT MOCTYNAaTh
3BOHKHM OT UMEeHU paboTHHKOB Hardanka, corpynaukoB OB/l u ciemoBarenei,
MOJTBEPKAAIOIINUX HAIUUME MPOOJIEMBI, C LENbI0 YOeXKACHHS OCYIIECTBIICHUS
IEPEBOJOB JICHEKHBIX CPEACTB M YYaCTUM B MEPONPHUSATHHU IO BBISBICHUIO
npecrynHuka. llorepneBmieMy MOrYyT TakX € BBICBUIATBCS B MECCEHIKEPE
doTorpaduu ciy>kKeOHBIX yAOCTOBEPEHUMN, 3IIOYMBIILIEHHUKH UHCTPYKTUPYIOT
Kak ce0s BecTH mnpu oQopMIIeHMH KpeauTa B Oanke. B maHHOM ciyyae
JNEUCTBYIOT YYaCTHUKHA OPraHU30BaHHBIX Tpynn. B psge ciiydaeB Takum
00pa3oM MOUIIEHHUKH YOexAaroT IpaxkaaH ohOpMIISTh KPEAUTHl HA KPYIHBIE
CyMMBbI, OCYILIECTBUTb WX II€PEBOJ, B TOM YHUCIEC HMECIOIIMXCSI HA CYETY
JICHE)KHBIX CPEACTB, HA IIOJKOHTPOJIBHBIC 3JI0YMBIINUICHHUKAM CYETa, H
NOXMINAT uX. IIpecTynmHHMKM JEHCTBYIOT HACTOJIBKO YOEOUTENbHO, 4YTO



3a4acTyl0 IOTEPIEBIINE OCYIIECTBISIOT NEPEBOJbI B TEUYEHHE HECKOJIBKHUX
IHEW, uMes pealbHOE BpeEMs MNOoAyMaTb Haja npoucxoasmmm. Hepenko
3MIOYMBIIUICHHUKH TakKe YOexJaroT rpakJaH yCTaHABIMBAaTh HA MOOWJIbHBIM
TenedoH MPUIOKEHUs I YAAJICHHOTO JIOCTyna K TeieoHy (Bbl MOCIeqHEe
BpeMsi, B TOM YHUCJIE MIPEJCTABIISISICH pA0OTHUKAMU KOMITAHUM COTOBOM CBSI3M), B
X0JIE YEro camMu MOJIy4aroT JOCTyHn K TenedOoHy M CUCTEMaM HHTEPHET-
OaHKUHT, U CaMOCTOSITEJIbHO OCYIIECTBIISIOT XUIIEHUE JCHEKHBIX CPEJICTB CO
c4eTa, B TOM YUCJIE JUCTAHIIMOHHO O(POpMIISISl HA TPAXKIAH KPEIUTHI.
[IpuMepsl TpeCcTyNIICHUH C «BUILLIUHTOM:

HeycranoBnennoe nuio B nepuoj Bpemenu ¢ 12.15 yacos
1o 16.00 gacos 31.07.2023, HaxoAsiCb B HEYCTaHOBJIEHHOM
MecTe, TOCPEACTBOM 3BOHKA B MecceHpkepe «Viber» oT

. HMeHH pa0OoTHHKA 0aHKA CKJIOHMJIO KUTEIbHUILY
I'ponuenckuii cT.212
MOCK 14.08.2023 w4 r.I'pogHo M. K ycTaHOBKE MporpamMmbl y1aJaeHHOT 0

aocTyna Kk MoOuiIbHoMy ycrpoiictBy «RustDesk», mocie

4ero, MyTeM MOAU(PHUKAIIUN KOMITBIOTEPHON HH(pOpMaLuu,
MOXHUTHIIO C OAHKOBCKOTO CUETA JCHEKHBIE CPEJICTBA HA
o0uryro cymmy 44 404 pybneit

Heycranosnennoe nuno, B nepuoA B utone 2023 roxa,
COBEPIIMIIO 3BOHOK >KuTeabHuUIlEe T. OmmMsHbl E.,
MPEJICTAaBUIIOCH COTPYTHUKOM CITY:KOBI 6€30MacHOCTH
OmMIHCKUNI 04.08.2023 ¢1.209 | HatimonansHoro banka u moa mpeajiorom

POCK R 9.3 AHHYJIMPOBAHMUSA 0()OPMJICHHBIX 3JI0YMBIILJICHHUKOM
Ha Hee KPeAUTOB yoeamio opOpMHUTh KPEIUTHI B 3-X
0ankax Ha cymmy Oosee 25 000 u mepeBecTy Ha

MMpeaACTaBJICHHLIC en HOMEpa CYCTOB

Heycranosnennoe nuno 07.08.2023 okomno 16:00 vyacos, B
X0J1€ 3BOHKa B MecceHkepe «Telegramy» u TenedoHHBIX
pa3roBOPOB OT UMEHU pabOTHHKA OaHKa, MO/ MPeIIoromM
['ponneHckuii 25 08.2023 cT.209 | n30exKaTh XHIIEHUS TE€HEKHBIX CPEICTB ¢ DAHKOBCKHX
MOCK T 9.3 c4eToB, MyTeM oOMaHa yoeauio xutens r. ' poaHo A.
nepeBecTH JCHEKHBIE CpeicTBa B cymme 12 999 pyOneit
Ha HAJIeXKHBIA CYET MOCPEACTBOM OaHKOMAaTa, KOTOPBIMU

3aBJIaAcIO

HeycranoBnenHoe nuno B nepuon ¢ 24 no 29.04.2024 8
xo/J1e TeNe(hOHHBIX Pa3rOBOPOB B MECCEHKEPE
[yunHCKMit 30.04.2024 c1.209 | «Telegram» myrem oOMaHa 1 310yHOTPeOICHUS TOBEpUEM
POCK T q.4 MO/ MPeAJIOroM U300 1MYeHusI MOLLIEHHUKOB, 3aBJIa/I€JI0
IIPUHAUIEKANIMMU TpakaaHke M., JeHE)KHBIMU

cpenctBaMu B cymme 74 565 pyOieil.




HeycranoBnennoe nuio 23.04.2024, nyrem
HEOJJHOKPATHBIX 3BOHKOB Ha a0OHEHTCKHUI HOMEp
MOTEPIEBIIET0, IyTeM 00MaHAa, MO/l MPeIJI0roM
AeKJIAPUPOBAHUS NMPUHAJIEKAIUX MOTEPIeBIIEMY
MocTtoBckuit 24.04.2024 cT.209 | IeHeKHBIX CpeacTB, yoenuso rpaxaannaa b. mepesectu
POCK o 9.1 JICHEeXKHBIE CPEJICTBA MOCPEACTBOM MH(OKMOCKA, a TAaKKe
MOOUJIBHOTO MPWJIOKEHUS HHTEPHET-0aHKUHTa, B
pE3yJIbTaTE YEro 3aBJAJEIIO ICHEKHBIMU CPECTBAMU B

cymme 7800 pyobier.

2. MeilikoBbIe MHTEPHET-MATa3MHbI 110 TIPOJIaXKE TOBAPOB B COLIMAIbHBIX
ceTsix. Hambonee wacTto B TmoOcieAHEe BpeMsl BCTPEUAIOTCS HMEHHO B
couuaabHoii cetu «MHcTarpam». 3TOYMBIIUICHHUKH CO3/1al0T (HEHKOBBIC
aKKayHTbl MO TPOJAXe OACKIbI, 00yBH, MpEAMETOB MeOenu U HUHTEphepa,
HAIOJIHSIOT MX TEMAaTUYECKUX KOHTEHTOM M3 CBOOOJHBIX HMCTOYHUKOB CETH
Nutepuer ¢ ¢otorpadpusamMu  SKOOBI  pealu3yeMoro ToBapa, psAIoM
MOJIOKUTEIIBHBIX OT3bIBOB, M C JOCTYNHBIMH [I€HAMH HUXKE€ PBIHOYHBIX,
BCTYIIAIOT B IEPENHCKY B PA3JIUYHBIX MECCEHJDKEpax, IMpenaiaras BHECTH 3a
TOBap MpeaoIiaTy Ju0o aBaHC IMyTEM MEePEUUCIICHHS Ha OaHKOBCKUM cueT. Jlis
MOJIYYEHUsI JICHEXKHBIX CPEACTB IPHU OSTOM, KaK IMPABUIIO, HCIIOIb3YIOTCA
OAHKOBCKHE KapT-CUeTa MOJCTABHBIX JIHII.

AHanoruyHele OOBSIBICHHUS O MPOJAKE TOBapa MOTYT pa3MeliaThCsi Ha
BeO-caiiTax, B COOOIIECTBAX WM ITyTEM PACCHUIKU B MECCEHIPKEPaX, a TAKXKE Ha
calTax apeHAbl HAABMIKMMOCTH IOJ IPEIJIOTOM BHECEHUs MpPEIOIUIaThl 3a
apeHay KBapTHUPBL.

Hepenko 3/I0yMBINUIEHHUKH MCHOJNB3YIOT W W3BECTHBIE IUIOIAAKH C
OOBSABICHUSIMU O MPOAAXKE TOBApa WM MPEIOCTABIEHHUS YCIYT, B YaCTHOCTH
Ttopropyto miomaaky «Kydap», calT mnpomaxku aBTOMOOMIICH «av.by»,
BBICTYyMasi TaM «MPOJABIAMI» U yOEXKaas TpakIaH NMEPEUHUCIATh MPEAoIiaTy
3a ToBap/yciyry. OOMaH IPOUCXOAUT MO CIEAYIOUIUM cXemam: 1) BHeceHHMs
npeaoIUIaThl 3a MNPOJAaBaeMblid ToBap, 2) 3aBJiajiecHHe PeKBH3UTAMU
0AaHKOBCKOM KapThl MO MNPENJOroOM OILUIAaThI TOBapa IOCPEACTBOM
pe0CTaBlIeHUs] (PUIIMHTOBOM CCHUIKH U XUIIEHUE CPEACTB C UCIOIb30BAHUEM
MOJy4eHHbIX pekBU3UTOB BIIK.

[Tpumeps! mipecTymieHnit ¢ «(EeHKOBBIMU MarasuHaMu» U «(PerKOBBIMU
MPOJABIAMMY

Heycranosnennoe nuno, 01.05.2024 naxonscs B
HEYCTAaHOBJICHHOM MECTE, HCIOJIb3Yysl AKKAYHT
I'ponneHCKHM 05.05.2024 c1.209 | «drilloviy_market» B counajabHoii cetu «Instagramy,
MOCK R q.1 OJT IPEAJIOTOM MTPOAAKHI OJEHKIbI, 3aBIIAJIEIIO
JIEHEXKHBIMU cpelicTBaMHU xkutens r. I'poano . Ha cymmy

260 pyOseit.




HeycTraHoBI€HHOE JTHII0, HAXOASCh B HEYCTaHOBICHHOM
mecre, 04.05.2024 nyrem oOMaHa, TOCPECTBOM
Hosorpy ek 01,209 | TEPEIHCKA B coumnajbHOM ceTu «Instagramy, moa
POCK 04.05.2024 0l NMPeAJI0roM MPoJaKu I[BETOB, CKIIOHUJIO KUTEIS T.

HoBorpy/xka k mepeBojy ACHEKHBIX CPEICTB B pa3Mepe
140 py0Gneit Ha TOAKOHTPOIbHBIN 37I0YMBILIUIEHHUKY
0aHKOBCKHUH CUET, KOTOPBIMH 3aBJIAJIEIIO

HeycranoBnennoe nuio, B nepuoy ¢ 22 no 24.04.2024,
HAaxo0J1ICh B HEYCTAHOBJIEHHOM MECTE, UCIOJIb3YS

I'ponneHckmit c1.209 | akkayHT B couceru «Instagram» «apple _market by»,
02.05.2024
MOCK q.1 OJT TIPEIIOTOM MTPOJaK MOOUITBEHOTO TenedoHa,
3aBIIAJIEIIO JIEHEKHBIMU CPEJICTBAMH IpakJaHuHa b.
cymmy 450 pyOneit.

HeycranoBienHoe nuio, HaXoAsCh B HEYCTAHOBJICHHOM
MecCTe, B X0/1€ MepenucKH B CONUAJILHOI ceTH

o «Instagramy», 24.04.2024 yacos, myrem oOMaHa, 0]l
JInnckuit ¢1.209
POCK 30.04.2024 w1l MPEJIOroM MPOoJaXXu rpakaaHuHy JK. KyXOHHOTO

' KoMOaiiHa, CKJIOHUJIO MTOCJIEHETO K MEPEBOAY JIEHEKHBIX

cpenctB B pazmepe 200 pyOrieit Ha MOAKOHTPOIbHBIN
3JI0YMBIIUICHHUKY OAHKOBCKHII CUET

HeycranoBnennoe nuno, B nepuof ¢ 18 no 23.04.2024,
HAaxoJIICh B HEYCTAHOBJIEHHOM MECTE, IIOCPEACTBOM
nepenucku B meccenmkepe « WhatsApp» ¢ nupexkropom
['ponneHckwmit 06.05.2024 c1.209 | ogHoro u3 OOO, nmoa NpeaIoroM MpoAaKu

MOCK R 4.4 NMPOMBIIJIEHHBIX CTAHKOB HA HHTEPHeT-TLIaT(opme
«Kydap», nyrem o6maHa 3aBiaien0 ACHEKHBIMU
CpelCTBaMU, MPUHAJIeKAIIMMU Ha cymmy 168 771

pyOuiei.

Heycranosnennoe nuno, 01.04.2024, naxonsics B
HEYCTaHOBJIEHHOM MECTE, I10]1 IPEJIOOM 3arO0JIHEHUS
uHpopmManuu 06 ajgpece, ¢ LEIbIO JadbHENIIEH OTIPAaBKH
3enbBEHCKUM 02.04.2024 ct.212 | 3akazanHOrO TOBapa, npuHyaIIo 1., mepeiiTu mo

POCK T 9.1 OTIIPABJICHHOH CChLIKE M BBECTH JaHHbIE 0
npuHamiexame emy BIIK, mocne dero 3aBnanes
PEKBU3UTAMU yKa3aHHON 0aHKOBCKON KapThl MOXUTUIIO

682 pyOurst.

3.Bed-caiiThl, UMUTUPYIOIINE PA3JIMYHbIE TPEelIUHIOBbIE MJIAT(HOPMBI
11 3apaboTKa JEHEXKHBIX cpeAcTB Ha Toprax. Cram pekiama o JaHHBIX caiTax
pacmpoctpaHsercss mnosciogy B cetu HMurtepHer. JloBepumBble TpakaaHe
NEePEXOJAT MO CChUIKE, HE MMPOBEPUB UCTOPHUIO U OT3BIBBI peCcypca, BCTYIAIOT C
TaK Ha3bIBAEMBIMU TMPEACTABUTENSIMH OWpku B mepenucky. ['paxnan
yOeXKal0T B BBICOKMX JIOXOJIaX, Y€MY CIOCOOCTBYIOT COJEpXaIlluecss Ha
pecypce KpacuBbie (heMKOBBIE OT3bIBBI 00 3(DPEKTUBHOCTH TOPTOB. Y OCKIAIOT
NEPEUUCIIATh JEHbIM Ha TMPEeJOCTaBICHHbIE HOMepa OAaHKOBCKHX CYETOB,
HEPEeJKO Ha KPUNTOKOLIEIbKHU. s yOeaUTENbHOCTH CO3AAIOT («KEPTBaM»
JUYHBIE aKKayHThl Ha JAHHBIX cailTax, rae sSKoObl OTOOPaKaroTCS CYMMBI
BHECEHHBIX JEHEXKHBIX CPEACTB. A KOTJIa YEJIOBEK PEIIAET BHIBECTH «UMEIOLINE



Ha CUYCTY» M BJIOKCHHBLIC ACHBI'M, HAUYMHACTCA «HUCTOPHUA» O HCO6XOI[I/IMOCTI/I
BHCCCHHA HAJIOra, CTPAXOBKHU, KOMIICHCAIIUN U T.A., BBIHYKJAsA IMOTCPIICBIICTO
BHOCHUTDb O4YCPCAHBIC CYMMBI JCHET CPCACTB

Heycranosnennoe nuno B nepuoj ¢ 10.02.2024 no
29.03.2024, Haxon4ch B HEYCTAaHOBJIEHHOM MECTE,
T'poaHeHcKuii 1,209 | MOCPEACTBOM NEPENUCKH B MECCEHLKEPE «Tenerpammy» ¢
MOCK 06.05.2024 w3 rpaxnanuaoM I1., moa mpeajiorom 3apadoTka Ha

miaardopme «stockmarkt.net», myrem obmana, 3aBaaaesno
ero JeHEeXHBIMU cpenicTBamMu B cymme 6ostee 20 000
pyOneit.

Heycranosnennoe nuno 13.03.2024, Haxonsics B
HEYCTAaHOBJICHHOM MECTE, MO/ MPeJI0roM 3apadoTKa Ha
I'ponHeHCcKuHiA 30.04.2024 c1.209 | deiixoBom caiite OAQO «benapycbkanuii», myrem
MOCK o q.1l oOMaHa, B X0/i€ IIEPENHUCKHU 1 3BOHKOB B IIPUIIOKEHUU
«Skype» ¢ rpaxxganuaoM B., 3aBnaneno npuHaIeKaummMu

eMy JCHS)KHBIMH cpeicTBaMu Ha cyMMy 500 pyOurei.

4. OUIINHTOBbIE CATHI 0AHKOB, TEATPOB U KHHOTEATPOB.

B cetu UHTepHeT cymiecTByeT psij CalTOB, UMUTHUPYIOIIUX TJIaBHBIE BEO-
CTpaHMIIbl OAHKOBCKHUX YUPEKIECHUU U CTPAaHUIIBI MHTEpHET-OaHKuHTa. YKemas
3alTH B MPWIOKEHUE, TPAXKJAaHE UILYT CTPAHUILY UHTEPHET-OAHKUHTA CBOETO
OaHKa IMyTeM IMOMCKOBOTO 3arpoca B Opaysepe, uto JenaTh Helb3s. Hepenako B
NEPBBIX pe3yJbTaTax IOMCKA 3a Ha3BaHUEM aOOpeBUATYpHl (DUHAHCOBOTO
YUPEKJICHUST KPOETCA CChUIKa Ha (DUIIUHTOBBIM CaWT, BHEIIHE HHUYEM HE
OTJIMYAOUIUKCS OT OpUrvHaia (10 HAMOJHEHUIO, I[BETY, pa3AeiaM U T.a.), HO
UMEIOIINI WHOU aJipec B apecHOil cTpouke Opay3epa. OTiIMYaThCsi OH MOXKET
Jla’ke OAHUM CHMBOJIOM OT MPABUIIBHOTO aapeca. BBoAsS Ha TaKOM CalTe JIOTUH
U TapoJib BJAJIETIEI] cueTa MPEeI0CTaBIsAeT JOCTYIl K HMHTEPHET-0aHKUHTY, a 9TO
MOJHBIA JOCTYIl K cueTy. YUepe3 cuuTaHHbIE MHUHYTHI JCHEXHBIE CPEICTBA
MEePEBOAATCS 3JIOYMBIIIJICHHUKOM HA UHOMW CUET.

AHaAJIOTUYHO B MHTEPHETE PACIPOCTPAHSAIOTCS CCHUIKA HA TMOIJCIbHBIC
CaliThl T€aTPOB U KMHOTEATPOB. /(7151 MOKyNKU OUJIETOB HEOOXOAMMO BBECTHU
pexBu3uThl BIIK u xox noareepxaenus uz CMC. [lanee npoucxoauT XUIlCHHE
JICHE)KHBIX CPEACTB C KapT-CYeTa C HCHOJIb30BAHUEM PEKBU3UTOB KapThl.
Hepenko mokynke OWIIETOB MNPEAIIECTBYET MEpPEenucKka Cco CIy4alHbIM
co0EeCeTHUKOM B COI[MATIbHOW CETH, MECCEH]IXKEPE, Ha CaliTe 3HAKOMCTB.

Heycranosnennoe numo 07.01.2024, naxoasce B

212 HEYCTaHOBJICHHOM MECTe, 3aBJiaj/ieB MOCPeACTBOM
I'MOCK | 07.01.2024 CTi ¢pummnroBoro caiira «mtbbank-by.com» peksusuramu
* JIOCTYyTa K UHTEPHEeT-0aHKUHTY >kutens r. 'poano JI.,
MIOXUTHUJIO C KapT-CYeTa MOCIEAHETO IEHEKHBIE CPEACTBA B




cymme 386 pyoOuieid.

HeycranoBnenHoe, Haxo/19Ch B HEYCTaHOBJIEHHOM MECTE,
19.07.2023 oxoso 18.22 yacoB, B X0/ IEPEIUCKHU B
Mmeccenpkepe «Telegramy ¢ xurenem r. I'pogHo A., 1998
cT.212 T.p. IOTOBOPUJIOCH O MOXO0/A€e B T€aTP, MOCIIC YEro s

q.1 MOKYIIKH OUJIETOB MPeI0CTABUJIO KUTeJI0 T. 'poaHo A.
CChUIKY (PMIIMHIOBOIO CaiiTa, MOCPEICTBOM KOTOPOM
3aBJIAJICNIO PEKBU3UTAMU OAHKOBCKOW KApPThI U IOXUTHIIO C
kapt-cyeta 609 pyoei.

I'MOCK | 31.07.2023

Heycranosnennoe nuio, 19.03.2024, naxonascs B
HEYCTaHOBJICHHOM MECTE, C UCIIOIb30BaHUEM CETH

2 «IHTEepHETY, MO/ MPEAJIOrOM COBMECTHOM MOKYIKH
I'MOCK | 20.03.2024 CTi O0mJIeTOB B TeaTp Ha caiite «theater.by-63.shopy, 3aBnaneno
* peKBU3UTaMH 0AHKOBCKHX IUIATEXKHBIX KapT TpaxaaHuHa M.,
U C X UCTOJb30BaHUEM MOXUTUIIO C KaPT-CUETOB JICHEKHbBIE
cpexacrsa B cymme 4 799 pyoOnei

5. Unble criocoObl (MEHEe pacipoCTpaHEHHbIE)

— 3aBJIaJICHUE JICHBT'AaMH B BHJIEC MPEIOILIATHI 0 OOBSABICHUAM 00 apeH/ie
Kb,

— 3aBJIaJICHUE JICHbIaMH B XOJ€ IEPEBOJAOB JACHEKHBIX CPEACTB B
COILIMAJIbHOW CETU WJIM B MECCEHKEPE OOPaTUBIIIEMYCS B MEPEIMUCKE «JIPYTY» C
npochOOl OJO/KMTH JeHEe:KHble CpPeACTBAa, WIM IEpPEeBOJbl B KadyeCTBE
MoKepTBOBaHMI Ha (PeiiKOBbIE OOBABICHHUS,

— 3aBjlaJileHHe HMHTHUMHBIMH  MaTepHajlaMH C  IOCJICIYIOMEM
BBIMOTATEIIbCTBOM JICHEKHBIX CPEJICTB 3a HepasTriianieHue nHOOopMaIlnu.

PEKOMEH/JAIINMU rpaxaanam:

- HU TIOJ] KaKUM TPEIJIOTOM HUKOMY He cO00IIATH MOJIHbIe PEKBU3UTHI
OAHKOBCKOM TJIATEKHON KapThl, B YaCTHOCTU 3 IUGPHI ¢ 0OOPOTHON CTOPOHBI
KapThl, KoAasl u3 SMS, macnopTHble JaHHBIC, JIOTMH M MApoiib OT WHTEPHET-
O0anka. He XpaHWUTh WX B OTKPBITOM JIOCTYyIIE, HE TMEPEChUIaTh B COIMAIBHBIX
CeTAX MW MecCeHkepax. JlaHHBIE PpEKBU3UTHI SIBISIOTCS KIIOYaMH K
O0aHKOBCKOMY cueTy. Tpu mudpsl ¢ 000pPOTHON CTOPOHBI KapThl HY>KHBI JIUIIIH
JUTSL TIOJITBEPIKICHUS PACXOTHOM OTIepallnH;

- HE TIEPEXOIUTH IO TTOI03PUTETHLHBIM CChLUIKaAM

IIpu mocTymjieHUM 3BOHKOB OT HMEHHM PAOOTHMKOB OaHKOBCKHX
yUYpe:KIaeHnil (MpaBoOXPaHUTEIbHBIX OPTraHOB) CJIeAyeT 3HATD!

- paboTHUKM OaHKa HE 3BOHIAT B MECCEH/DKEpax M HE IPOCHT
yCTaHABJIMBATh MPOrpaMMBbI JIsl JOCTYIIA K Tele(oHny;



- COTPYAHUKH OaHKa MOTYT JMIIb YTOYHUTh, JEUCTBUTEIBHO JIH
JepKaTesIeM KapT-cueTa COoBepIlaiach ONpeAesieHHas pacxoaHas orepalus 1mo
cueTy. CoTpyaHuku OaHKOB W MPABOOXPAHHUTEIBHBIX OPraHOB HE TPEOyIOT
oopMIICHUS KPEAUTOB, B XO0J€ TEIC(POHHBIX PA3rOBOPOB yYaCTHH B MOUMKE
3JI0YMBINIJICHHUKOB, TPEAOCTABICHHUS TMACIOPTHBIX M WHBIX JIMYHBIX JTaHHBIX,
pekBu3nTtoB bBIIK, xomoB n3 CMC, ocymniecTBieHUs] NEPEBOAOB IEHEKHBIX
CPEIICTB Ha MHBIC CUETA,;

- B clly4ae MaJIeHIIero mo103peHns Ha HECAaHKIIMOHUPOBAHHBIE JIEHCTBUS
CO CUETOM COTPYJIHHUKH OaHKa CaMOCTOSTEIBHO 3a0JOKUPYIOT ONEPALNIO U/UIIH
OaHKOBCKHUH CUET.

IIpu xenanuu 3apadorath B cetu UHTEpHeT, HEOOX0AUMO NOMHUTH !

- psn (QEerKoBBIX CalWTOB B ceTh MHTEpHET MNO3UIMOHUPYIOT CeO0s
OUp)KaMU/TPEUIMHTOBBIMU TUIATHOPMAaMU, KOUMHU HE SIBIISIOTCS, HET HUKAKHUX
rapaHTuii B 3apabOTKe U UCKIIOUEHUHU MTOTEPH JICHEKHBIX CPEJICTB;

- TaKMe€ CalThl MOTYT OBITb CO3/IaHbl 33 CUMTAHHOE BpEMs U3 JO0O0H
TOYKH MUpPA, HAUTU UX BIAJEIbLEB KpalHE 3aTPyAHUTEIBHO;

- a0COIOTHOE OOJBITMHCTBO TaKUX CAWTOB MMEIOT B MIHTepHETE KpaiiHe
OTPHILIATENBHBIE OT3BIBbI, KOTOPHIE JIETKO HAWTH IyTEM MOUCKOBBIX 3aIIPOCOB B
CETH;

- (elikoBble OHMpKM, KaK MPABUIO, CO3AaHBbI (3aPErUCTPUPOBAHBI) HE
Oojee rojia Ha3ad, a TO U MeCALbl 10 Hadana (yHKIMOHUPOBAHUSA, UYTO JETKO
IPOBEPUTH B c€TU IHTEpHET;

- s 3apaboTka B ceT MHTEpHET HyX HbI OOJIbIIME MO3HAHUS U OIBIT
paboThl ¢ OPUITMATEHBIMU U3BECTHBIMH HHTEPHET-PECypPCaMH.

Ilpu mocemeHNH AKKAYHTOB HHTEPHET-MAra3mHoOB, B YaCTHOCTU B
cetu « MHCTarpam», cjieayeT 3HaTh:

- paHee HEW3BECTHBIE HWHTEPHET-Mara3uHbl, pabOTarOIHUe TOJBKO IIO0
npeaoIiaTe | IpeAJiararoipe TOBaphl CTOMMOCTBIO HHUXKE PBIHOYHOM,
UCKITIOYUTEIILHO C TIOJIOKUTEIHHBIMHU OT3bIBAMH — MAKCHMAJIHbHO BBICOKHH PHCK
MOTEPH CPEJICTB;

- ¢oTorpadun UMEIOIMUXCI TOBApPOB HAa MHOXKECTBE pa3HbIX (HOHOB (B
Pa3HBIX TMOMENIEHUAX) — OAWH W3 MPU3HAKOB (PEHKOBOrO0 Maras3uHa, JTaHHbBIC
doTo ckavansl B cetu IHTEpHET;

- o100HBIe (eHKOBBIC aKKAYHTHI JIETKO CO3/Ial0TCS B CUMTAHHBIC YaCHI,
OT3BIBBI M TIOJANKMCKHA HCKYCCTBEHHO HAKPYYHBAIOTCH, WX BIAJCIBI[BI MOTYT
HAXOJIUTHCS B JIFOOOW TOYKE MUPA, YTO YCIOKHSIET UX YCTAaHOBIICHHUC;

- Oonee 6€30MacHO OCYIIECTBIISITH MOKYNKH B WHTEPHET-Mara3uHax Ha
W3BECTHBIX U MIPOBEPEHHBIX MHTEPHET-IUIOMAKaX (U3BECTHBIX OPEH/IOB);



- IPU OHJIAWH-TIOKYNKaX PEKOMEHIYETCA HE HCHOJIb30BATh OCHOBHYIO
OAHKOBCKYIO KapTy, a OGOpPMHUTh BUPTYaJIbHYIO U TE€pE] COBEPILICHUEM
MOKYIIKH MEPEBOJIUTh Ha HEe HEOOXOUMYIO CYMMY;

IIpu ocymecTBJIeHMH [JOCTya K CHCTeME HWHTEPHET-0aHKHHT
MOMHHUTE:

- HENb3s WCKAaTh CaWT WMHTEpHET-OaHKa IMyTeM IMOMCKOBOTO 3ampoca B
Opayzepe. Anpec caiita 6aHka (CTpaHUIIbI UHTEPHET-0AaHKWHTA) HY>KHO 3HATh U
BBOJUTh «BPYYHYIO» B QJpPECHON CTpoke. A Jydiie JT00aBUTh B CIHCOK
3aKJIa70K Opay3epa, Win UCIOIb30BaTh MOOMIIBHOE MPHIIOKEHHUE.

O0masicb B CONHAJBHBIX CeTsIX, caidTax 3HAKOMCTB, MyTeM
NMepenucKu B MeCCeHIKepax cjeayeT MOMHHUTb, YTO 32 aBATAPKOM JApyra
WIH 3HAKOMOI'0 MOKeT CKPbIBATHCSI MHOE JIMI0, NbITalIeecs: 3aBJajaeThb
JTe€HEeKHBIMHU CPeICTBAMM WJIH JHYHBIMHU JAHHBIMH.

[Ipu  HeoOxomumocTh  (UHAHCOBBIX  MEPEUUCICHUN  CIEeAyeT
YIOCTOBEPUTHCS B JIMUYHOCTH COOECEIHUKA C UCIIOJIb30BAHUEM JIPYTUX KaHAJIOB
CBSI3U (JIMYHAs BCTpeya, Tese(OHHBIN 3BOHOK, 3BOHOK MOCPEICTBOM HUHTEPHET-
MECCEH/IKEpA).

K coxasieHnto, 1aTh peKOMEHAALUU O MOBEACHUHN B KAXKJIOM BO3MOXKHOM
cllyyae Helb3s, HO BCEM TpakJaHaM B JIIOOOW CHUTyalluu CIEAyeT HE TepSTh
OUTENBbHOCTh, OOAYMAaHHO OTHOCUTCA KO BCEMY MPOHUCXOASIIEMY B CETH
Nurepner. Beapr B OONBIIMHCTBE CIIy4aeB W3JIUIIHAS JOBEPUYMBOCTH U
HEOCMOTPUTEIBHOCTh ~ CaMUX  TpaxJaH  CIIOCOOCTBYET  COBEPIICHHUIO
BbIIIIEYKa3aHHBIX MPECTYIICHUH.



