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«IIpodpunaakTuka KNOEPNEPCTYNHOCTH U NMPECTYIUIEHUH, COBEPIIEHHBIX €
HCIO0JIb30BAaHNEM HH(OPMANHOHHO-KOMMYHUKANNOHHBIX TEXHOJIOTHID)

Mamepuan noocomosnen
Ynpaenenuem no npomusooeiicmeuro kubepnpecmynHocmu
Kkpumunanvrou munuyuu YBJ/] ['poonencrozo obaucnonkoma

[loBcemMecTHOE BHEOPEHHWE W  HCIOJB30BAHHWE  KOMITBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH, O€3yCIOBHO, CO3[1a€T BO3MOXKHOCTU ISt
oosiee A(PGEeKTUBHOTO Pa3BUTUSI DKOHOMHKH, TMOJUTHUKH, OOIIECTBA U
rocyaapctsa B 1iesioM. OHaKO COBEPIIICHCTBOBAHKUE M IPUMEHEHNE BHICOKHUX
TEXHOJIOTMI TPUBOAUT HE TOJBKO K YKPEIUICHHI0 WH(POPMAIIMOHHOTO
oOII[ecTBa, HO M TOSIBJICHUIO HOBBIX YIPO3, OJHOM M3 KOTOPBIX SIBISETCS
KOMITbIOTEpPHAs TPECTYIMHOCTb.

PaccMoTpuM ~ OCHOBHBIE  YIpo3bl,  KOTOPHIM  IIOJIBEPTarOTCs
M0JIB30BATEIN B COBPEMEHHOM KHOEPIIPOCTPAHCTBE.

BUmIMHI — OJWH W3 METOJOB MOIICHHUYECTBA C HCIIOJIb30BAHHEM
COLMAIbHON HMHXeHepuu. OH 3aKIII0YaeTcsi B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJNIB3Ys TeNe(OHHYIO CBSI3b U BbIJIaBasi ce0si 32 COTPYIHUKOB OAaHKOB (MU
IPaBOOXPAHUTENCH, YTO OCOOEHHO YacTO MPOUCXOJUT B MOCJEAHEES BpPEMsi),
MO/ Pa3IUYHBIMHM TPEJIOTaMU BBISICHSAIOT y TOTEPIEBIINX CBEACHHUS O
HAJIMYUK OAHKOBCKUX IaTeXHBIX KapTouek (mamee — BIIK), cpokax mx
neiictBusi, CVV (CVC)-kogax, macmopTHBIX JaHHBIX, CMC-KOJax C IEJIbI0
XUIICHUS JICHSXKHBIX CPEACTB. B  psije ciaydaeB 3JI0yMBINIJICHHUKAM
W3BECTHBI HEKOTOpbIe pekBU3UTHI BIIK, a Takke aHKETHBIC TaHHBIC JIUII, Ha
UM KOTOPBIX OHU YMUTHUPOBAHBHI.

B OGonpmmHCTBE cilydaeB MPU COBEPIICHUU 3BOHKOB MOTEPIICBIINM
MPECTYNMHUKN UCTIONB3YIOT [P-Tenedonuto, koTopas mo3BoJsieT MACKUPOBATh
TernedOHHBIE HOMEpa MO HoMepa OelopyCCKUX omepaTropoB cBsizu. Kpome
3TOTO, 3aYacTy0 3JIOYMBIIUICHHUKN WCIIOJNB3YIOT MecceHkephl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXHOCTb  HCIIOJIb30BaHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPECTYIMHUKA MAaCKUPYIOTCS 10| JIOTOTUIIOM
y3HaBaeMbIX OEIOPYCCKHUX OAHKOB, BBOJS B 3a0JIyIACHHE TOTCHIIMAIbHBIX
KEPTB.

3/I0yMBINIJICHHUKA 3BOHST JKEPTBE W OT HMEHH OaHKOBCKOTO
COTPpYAHMKA COOOIAOT, YTO HEOOXOJUMO OCYIIECTBUTH KaKue-Irudo
neiictBus ¢ BIIK, Tak Kak KTO-TO JTMOO MBITAETCSI MOXUTUTD C HEE JIEHEKHDBIE
cpeacTBa, MO0 oQOpMIISIET KPEeauT, JU0O0 MPOM3BOIUT IOJI03PUTEIIHHYIO
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OIUIaTy. 3aBJIaJIecB PEKBU3UTAMHU KapTbl, MNPECTYMHUKUA OCYIIECTBISIIOT
XHIIEHHUE JIEHESKHBIX CPEJICTB ¢ OAHKOBCKOTO CYETa MOTEPIEBILIETO.

B mocnennee Bpems HamOosiee akTyalbHas cxemMa — IOOYKJICHHE
’KEPTBBI OTKPBITh KPEAUT. 3II0YMBIIIJIEHHUKH COOOIIAIOT KEPTBE O TOM, UYTO
SAKOOBI KTO-TO MOCTOPOHHUU MBITAETCA OTKPBITh KPEJIUT HA €€ UMSI, U JJIS €ro
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITENIbHO OOpaTUThCS B OAHK U OTKPHITH
KpPEJIUT, NEepPEeCiiaB BIIOCIEICTBUU PEKBU3UTHI CUETA.

@OVIIUHT — BUJ UHTEPHET-MOIIICHHUYECTBA, 1IEJIbI0 KOTOPOTO SIBIISIECTCS
MOJIydeHUE JOCTyNa K KOH(HUICHIMAIBHBIM JaHHBIM I[OJb30BaTENEH —
JorMHaM U mapoisM. PUIIMHT HCHONB3YeTCs M TMOJY4YeHHUs JOCTyna K
YYETHBIM 3allUCSIM  TOJb30BaTENIed CaMbIX Ppa3JIMYHBIX PECYpPCOB, HO
3a4aCTyl0 OH MPUMEHSETCS JIJISl XUILEHUS JAHHBIX MOJIb30BaTeNel TOProBBIX
OHJIAWH-TUIOIIAI0K.

JIst 3TOro 37I0YMBINUICHHUKH MOAMEHSIIOT CTPAHUILy HCIOJIb3yeMOTO
YKEPTBOU MHTEPHET-CEPBHUCA HA MOIICHHUYECKYI0, KOTOpasi BHEITHE SIBISETCS
JBOMHUKOM OpuruHajiga. DUIUHTOBas CTPaHUIIA MOXXET UMETh CXOJICTBO C
pasHeiMu cepBrcamu: Kufar, benamoudra, ciy»x060it nocraBku, 6ankamu, EPUIT
U T. 1. B COOTBETCTBUM C 3TUM MOKET UCIOIb30BaThCS Pa3HBIM MPEIIIOT IS
nepexojia Ha CTPAHUIy MPECTYMHUKOM (3a0paTh 3a4MCIICHHBIC UM JIEHBIH,
MOATBEPJUTh TOJYYEHUE TOCBUIKM Ha IOYTEe WU B CIyX)O€ I0CTaBKH,
MOATBEPJUTh MPHUEM CPEJICTB HAa OJIHOM M3 OAHKOBCKHUX CEPBUCOB W T.1.).
HeBHuMAaTENbHBIN UHTEPHET-NI0IH30BATEIh MOXKET U HE 3aMETUTh MOJMEHHI,
TaK KaK MOJOOHbIE CTpPaHUIll BHU3YAJIbBHO CXOXH C 0OhOpMIIECHUEM
OpUTHMHAIbHBIX calToB. Korga monb3oBaTenb 3aXOJUT HA  TaKYIO
NOAACNbHYIO CTPAaHMIy M BBOJUT JIOTMH M NapoJib, OHU CTAHOBSTCS
JOCTYITHBI MOIIIEHHUKAM.

CToutr OTMETUTh, YTO NPUMEHSIEMasl 3JOYMBIIUICHHUKAMU CXeMa
XUIIEHUNA XapakTepHa He ToJibko s bemapycu. CTonb k€ CHCTEMHO 3TH
NPECTYIUICHUSI COBEPINAIOTCS B OTHOLICHUM IOJB30BATENEH  CXOXKHUX
peCypcoB, OpUEHTUPOBAHHBIX Ha UHbIe rocyaapcTtBa CHI: Poccuu (avito.ru),
VYkpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

CBaTMHr — 3aBEJIOMO JIOKHBIM BBI30B  MOJIMIIUM, aBapUKHO-
criacaTeNbHBIX CIYKO, TyTeM (QalbIIMBBIX JOXKHBIX COOOIICHHH 00
OMMACHOCTHU (HaNpuMep, O MUHUPOBAHUU, YOUICTBAX, 3aXBaTE 3AJI0KHUKOB).

CBaTUHT B NIEPBYIO OUYEPEb PACIIPOCTPAHEH B CpEJE, € JI0/IU, Yalle
BCEr0 MOJIOJIbIe, OOBEAMHSIIOTCS 110 KaKUM-TO 1eisiM. Hanpumep, B oHTaiiH-
urpax. ¥ HUX €CTh TEPMHUH «BbI3BaTh MIJIMIIUIO HA JIOM» — KOTJa JUIsl TOTO,
qTOOBI, K MpUMEPY, AOCAAUTH OOUJUHUKY, €My Ha JIOM BBI3BIBAIOT
MIpaBOOXpaHUTENEH, TMOO COOOIIAI0T O MUHUPOBAHUM KAKOTO-TH00 O0BEKTA.

B mocnegnue roabl cBaTMHT M3 3a0aBbl JIFOOMTENCH OHIAMH-UTP WU
XaKepoOB TPEBPATWIICS B MAacCOBOE SIBJICHHE U OOJBIIYI0 TpoOieMy s
MPAaBOOXPAHUTEIbHBIX  OPraHOB  pa3NuyHbIX cTpaH. OOliecTBeHHas
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OMAaCHOCTh TaKUX JAESHUW COCTOUT B TOM, YTO 3aBEIOMO HEIOCTOBEPHBIC
CBEJICHUSI JE30PTaHU3yIOT HOPMAIbHYIO palboTy OOBEKTOB TpPaHCIOPTA,
MPEANPUITHAN, TOCYAAPCTBCHHBIX OPraHOB W YUYPEKACHHH, OpraHu3alndi
HE3aBUCUMO OT (OpMbI COOCTBEHHOCTU. B CBOIO odYepenb, 3TO MPUUUHSET
CYILIECTBEHHBI SKOHOMHYECKUI BpeJ] KaK CyOBbEeKTaM XO3sIIICTBOBAHHUSI, TAK U
rpaxxganaM. [Ipu 3ToM mHpOpMaLUs O BO3MOXKHOM B3pbIBE, MOIXKOTe JHOO
UHBIX JIEUCTBUSX, NPEANOJaralouMx TSKKUE TMOCIEACTBUS, CHOCOOHA
NOCESTh MAaHUKY CPEAM HACENEHUsS U BHECTH HEyJ0OCTBa B IOBCEIHEBHYIO
KU3Hb.

CrouT OTMETUTH, YTO OTBETCTBEHHOCTh 33 JTO MPECTYILICHUE
HactynaeT ¢ 14 ner. Hakazanue — mrpad, apect, orpaHduueHrne cBOOOAbI Ha
CpPOK JI0 TATHU JIET WIM JIMIIEHHWe CBOOOABI Ha CpPOK 10 cemu JieT. Eciu
peOeHKy, COOOIMBIIIEMY O JIO)KHOM MUHUPOBAHHUM, HE UCIIOJHUIIOCH 14 jeT,
HACTyHaeT aJMUHUCTPATUBHAs OTBETCTBEHHOCTb pOJUTENEH, a peOeHka
CTaBST HAa yYET B MHCIIEKLIHIO IO JEIaM HECOBEPIICHHOJIETHUX.

DoS — 370 araka Ha BBIYMCIHUTENIBHYIO CUCTEMY C LIEJIbIO JIOBECTU €€
710 OTKa3a, TO €CTh CO3JaHHe TAKUX YCJIOBHI, MPU KOTOPBIX T0OPOCOBECTHBIE
IIOJIb30BATENN CUCTEMBbI HE MOTYT IOJYYUTh JOCTYN K IPEAOCTABISCMBIM
CUCTEMHBIM pecypcaMm (cepBepam), JuOO OSTOT JOCTYN 3aTpyaHeH. B
Hacrosmee BpeMa DoS m DDoS-araku momyJiipHBI TE€M, YTO MO3BOJISIOT
JIOBECTH J0 OTKa3a MPAKTUYECKH JIFOOYIO CUCTEMY.

OOBIYHO aTaka OpPraHU3YyeTCs MPU MOMOIIU TPOSHCKUX MPOTrpaMM.
[IpenBaputenbHO  TPOSIHBI  3apakKarOT ~ HEAOCTATOYHO  3aIUILECHHBIC
KOMITHIOTEPHI OOBIYHBIX IOJB30BATENIE W MOTYT JOBOJIBHO JIOJTO€ BPEMs
HUKaK ce0si HE MPOSBIATH HA 3apaXKEHHOM KOMIBIOTEpE, OXKHUAas KOMaHIbI
OT CBOEro xo3simHa. KoMmbroTep MOXKET NMOABEPTHYTHCS TAaKOM aTake MpHU
MOCEIICHUN PA3JIMYHBIX 3aPAXKCHHBIX CAWTOB, IIPU MOJYYECHUU DIICKTPOHHOU
MOYTHl WIH MPU YCTAHOBKE HETULEH3MOHHOTO MPOrPaMMHOT0 00ecreyeHusl.
Korzaa 310yMbIlIIJIEHHUK COOMpPAETCsl HA4aTh aTaky, OH JaeT KOMaHAy, U BCe
paHee 3apa)K€HHbIE KOMIBIOTEPHI HAUMHAIOT OJHOBPEMEHHO CJaTh 3aIIPOCHI
HA CaUT-XKEPTBY.

HaunGonee wmaccoBas Do0S-ataka B benapycu Obuia mpowu3sBeneHa
SKCTPEMUCTCKUMH KaHaiamu B 2021 roay. 310yMBINUIEHHUKH, HAMEPEHHO
yTauBas uHpopmaiuoo o0 yrolloBHOW OTBETCTBEHHOCTH 3a yudactue B DOS-
aTake, TPUBICKIM K YydyacTuto B Hed Oomee 10 ThicSY rpaxmad
(MpeuMyIEeCTBEHHO W3 4uciaa MoJjioAexu). [lpakThuecku Bce Y4YaCTHHKHU
ATOr0 MPOTUBOMPABHOTO JACHCTBUA OBUIM YCTAaHOBJIEHBI, a Haubosee
AKTUBHBIC U3 HUX OBLIY MPUBJICUCHBI K YTOJIOBHON OTBETCTBEHHOCTH.

I'pyMuHT — 3TO BXOX/I€HHE B3pOCIIOr0 YEJIOBEKa B JI0BEpUE K PEOCHKY
C  LEIbI0  CEKCYAJIbHOTO  CaMOYZOBJIETBOPEHHs.  3JIOYMBIIUICHHUK
JUCTAaHLMOHHO HAIIYIbIBAET CBSI3b C PEOCHKOM 4Yepe3 COIMAbHBIE CETH,
MECCEH/IKEPbI, OHIAWH-UTPbI, SJEKTPOHHYIO MOYTY. 3aTEM MOXET BBIHYIUTh
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pebenka mnpucinath ¢otorpadud HMHTUMHOTO XapakTepa, BOBJIEYb B
U3TOTOBJICHUE TMOPHOrpaUUYECKUX MaTepuasioB, CKIOHUTh K WHTUMHOMN
BCTpEYE B PEAIbHOCTH.

OT rpyMHHra OTIMYAIOT CEKCTMHI — 3TO TMEpechUIKa JHUYHBIX
dbororpaduii, COOOIIEHUH  HHTUMHOIO  COJIEPXKAHUSI  TTOCPEACTBOM
COBPEMEHHBIX CPEACTB CBS3U: COTOBBIX TEIE(OHOB, IIEKTPOHHOW IMOYTHI,
COLIMAJIBHBIX UHTEPHET-CETEM.

[Topoit nmox BIUSTHUEM CUTYyaLUU WJIA SMOLUMN, MOXKET MOKA3aThCs, YTO
nepeciarh Takue (Gporo — xopomias uaes. Yaiie Bcero mapHd M JEBYIIKU
JeNaloT 3T0 (GIuUpTys, MOANABIIMNCh HACTOMYMBBIM yTOBOpaM, IMbITAsACH
pa3Biieub CBOMX JIpy3€H, YTOOBI MOJYYUTh UX MpU3HAHKE (Yallle MePEeChLIaloT
qyy>krue (OoTo, YTOOBI MOXBACTATHCS ), WM K€ MPOCTO OTOMCTUTBH. JTa UJes,
OpsMO  CKaXXeM, He O4YeHb XOpolas:  3JOYMBIIUICHHHK  MOET
BOCITOJIb30BaThCs TAKOM IOBEPUMBOCTHIO BO BPE/I.

KubepOyutuHT — TpaBiisl MOJIB30BATENA YEPE3 BCE KaHaIbl CETEBOIO
OOLIEeHUsA: CoLMalIbHbIE CEeTH, (OPYMbI, 4YaThl, MecceHxepbl. [IpoBoaUTH
TPaBII0 MOTYT KaK OJHOKJIACCHUKH, HWHTEpPHET-IpYy3bs U T.O., TaKk U
COBEPILIEHHO ITOCTOPOHHUE JTFOU.

Ota QopMa MCUXOJIOTHYECKOTO TEeppopa MOXKET MPUHUMATH pa3HbIC
o0JIMUus: OCKOpOJIEHUSI dYepe3 JIMYHBbIE COOOIIeHUs, MNyOauKanus u
pacrpocTpaHeHHe KOH(PUIAECHIIUMAIBHOM, MPOBOKAIIMOHHOW HHGOpPMAIMU O
xepTBe; (usmyeckas arpeccuss U Tak pganee. [Ipuumubl kuOepOysuMHra:
YyBCTBO IPEBOCXOCTBA, 3aBUCTh, YYBCTBO IIPEBOCXOJICTBA HAJl COIEPHUKOM,
YyBCTBO COOCTBEHHON HEMOJHOIIEHHOCTH, CAaMOpeaIn3alusl.

Ocobo cremyeT OTMETHTH CIOCOO BO3JACHCTBUS 3ampeleHHBIM
KOHTEHTOM. PeOEHKy MOTyT MOKa3biBaTh MOpHOrpaduyYecKue MaTepHalbl,
HAHOCS yIIepO MCUXHMKE, TaK KaK M300paKeHHOE CO BPEMEHEM IepEecTaHeT
BOCIIPUHUMATBHCSI pE€OEHKOM KaK aMOpaJlbHOE MOBE/ICHHUE.

VYTrpo3a HOBOrO BpeMEHHM — TaK Ha3blBaeMble Ipymibl cMepTu. M XoTs
OOBIYHO CO3JATENSIMU TAaKUX TPYII SBISIOTCS CaMH MOAPOCTKH (Lenb —
«Xalmmy», *Kaxaa OCTPBIX OUIYIIECHUH, KeJlaHue JOMUHUPOBATh U YNPABIISThH
IpYyruMHU), B TOJOOHBIX TPYyIIax Cco3AaeTcs OJarompuUsTCTBYIOIIAS
aTMocdepa A KyJIbTUBUPOBAHUS CYHITNIATBHBIX HAMEPEHUH.

MOHEHHHUYECTBO B COLCETSX
B nacrosiiiee Bpemsi 0co00 akTyaabHON CTAaHOBUTCS MPoOJieMa 3alIUThI
AKKAyHTOB B COIIMAJIbHBIX CETAX W MPOTUBOACHCTBUS pa3IuyHbIM (opMaMm U
BHUJIaM MoIlleHHUYecTBa. Hanbosnee TunmyHbie ciocoObl 0OMaHa B COIICETSIX
CETOJIHS TAKOBBI:
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IlIpeoonnama
3M0yMBIIIJICHHUKH Pa3MEIIalOT OOBSABICHUS O MPOJAKE KAKUX-THOO
TOBapOB MO OPOCOBBIM II€HAM, HO JJIs €ro Mojdy4yeHus (SKoObl OCPECTBOM
MOYTOBOM TEPECHUIKM WJIM CIYXObl JOCTAaBKH) TPeOyeTcs IepedyucieHue
IpeaoIIaThl WIM 3aJaTKa Ha yKa3aHHbIE «IIPOJABLIOM» OAHKOBCKYIO KapTy,
AJIEKTPOHHBINA KomenaeK. OObIYHO MOce MEePEUHCICHHs 0KHIaeMblii TOBAp
TaK 1 HE MMOCTYNAET, a «IPOJIaBeI MePECTAET BBIXOUTh HA CBSI3b.

Hllanmaosic u évimozamenvcmeo

B HexkoTOopbIX cllydasxX 3JIOYMBIIUIEHHUKHM MOTYT  YIpOXaTb
pasriiallieHueM  pa3iIM4YHbIX KOMIPOMETHPYIOUIMX CBEIEHUH C LEIbI0
BBIMOTaTENIbCTBA.

CouunanbpHble CeTM — 3TO KIaJe3b MNEPCOHAIbHON HH(pOpPMAUU O
yenoBeke. [loyduB HECAHKUMOHUPOBAHHBIM JOCTYNl K CTpaHHIAM B
COLIMAIBHBIX CETSAX, IEPENUCKE DJJIEKTPOHHBIX TOYTOBBIX AIIMKOB H
OoO0JaYHBIM AKKAYHTaM W 3aBJIaJIeB U300paKEHUAMU, HE NpEeAHA3HAYEHHBIMU
Ui MyOJMYHOTO MPOCMOTPA, MPECTYNMHUKH BCTYNMAIOT B MEPEHHUCKY C
NOTEpPHEBIINMU, TpeOys pa3Hble JCHEKHBIE CyMMbl M YrpoxXkas B Ciydae
OTKa3a pacIpOCTPAaHUTh UX B HHTEPHETE.

Ounaitn-uzpol
Nunyctpus mpou3BOJICTBA UTP JUISl MEPCOHAIBHBIX KOMIIBIOTEPOB U
MOOUWJIBHBIX Ta)KETOB JIaBHO CTaj0 BBICOKOJIOXOJHBIM OuzHecom. He
YAUBUTEIBHO, YTO TIOBBIIICHHBIM BHUMAHHEM OHA TIOJB3YETCSI U Yy
MOIIEHHHUKOB. [[€HHOCTh TYT MPEACTABISIOT U AKKAyHTHI MOJIb30BATEINICH, K
KOTOPBIM HEpenKo npuBs3aHbl pekBu3nThl bBIIK mis mokynku HUrpoBbix
NPEUMYIIECTB, M KOJUICKIIMOHHBIE MPEIMEThI, KOTOPbIE HMIPOKH TaK¥kKe

HEPEJKO MPUOOPETAIOT 3a PeabHbIC JCHbBIU.

Poocmeennuxk coeepwun /[ TI1

B  nocnenHee  BpeMs  ydyacTWIMCh — Ciy4yau — Tele(OHHOIo
MOIIICHHUYECTBA. Hampumep: MOXUIOMY YEIOBEKY 3BOHHUT MO TeleoHy
HE3HAKOMEI[ M, MPEJCTaBIISISICh CHIHOM, JI0YEPbIO, BHYKOM, 3asBisieT: «S1
nonan B JITII! Mue cpouno HyxHa moMois!». Eciu Bo3HHKaeT BOpoc, 4To
C TOJIOCOM, Ha JIPyrOM KOHIIE€ MPOBOJIAa OTBEYAIOT, UYTO «IOCTPaJAaBIIUI
MOBpeIUl Ty0y, BbIOMI 3yObl, Ha3bIBAIOT JPyTHe MPUYUHBI, 3aroBapuBasi
JKEPTBY, HE OCTaBJSIOT IIIAHCOB Ha pasymHbie aeiicTBus. Ilocme wyero
«POJCTBEHHUKY» TIepesaeT TPYOKy SKOOBI COTPYIHUKY MPABOOXPAHUTEIIBHBIX
OpraHoB, KOTOPBIM BEIET JaIbHEUIIHUN pa3roBOP M BBHIMAHWUBAET JEHBIU,
JaBasi MOHSITh, YTO CHUTyalusi KpuTuuHas. [[oKUIION 4YesloBeK Ha SMOLUSX
corjamaercsi Ha Bce ycioBus. [locme Oecenpt mo TenedoHy K HEMY
npue3kaeT Kypeep W 3a0upaer jAceHbIW. MHOrma  MOIICHHUKH
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IPEACTABISIIOTCS COTPYMHUKAMUA MHJIMIAHA JTUOO clieqoBaTeIsIMu. [ oBOPSIT,
910 OJM3KHWHA POJCTBEHHHK, CHIH WJIM JI0Yb, COBEPIIMIM aBapuI0O W COMIN
yejioBeka. M 4ToOBl M30€kaTh OTBETCTBEHHOCTH, HEOOXOJHMMO 3aIlIaTUTh
neHeru. Ecim coOeceTHMK coriamaercsi, OH Has3bIBaeT aJpec, M BCKOpPE K
HEMY TIPUXOUT YEJIOBEK U 3a0MpaeT ICHBTH.

COBETHI 11O BE3OITACHOCTH

- HUKOT/Ja, HHKOMY M HU MPU KaKUX OOCTOSATEIhCTBAX HE COOOIIAiTe
PEKBU3UTHI CBOMX OAHKOBCKHMX CUETOB M OAHKOBCKHX KapT, B TOM YHCJIE
JUIaM, MPEICTABUBIIUMCS COTPYIHUKAMHU OaHKa WA MPaBOOXPAHUTEIbHBIX
OpTraHoB;

- HE cJIelyeT cooOIaTh B TeIe(OHHBIX Pa3roBOpax U MpU OOIIECHUH B
COIICETSIX TIOJIHBIM HOMEp KapTouku, cpok ee naeictBus, kogq CVC/CVV
(Haxomsiuecss Ha 0OOpaTHOM CTOPOHE KapThl), JOTHH U MapOjb K UHTEPHET-
OaHKHWHTY, TACIIOPTHBIC JaHHBIC, KOJ0BOE CJIOBO (mudpoBor koja) u3 SMS-
COOOIIIEHH;

- B CIy4ae MOCTYIUICHHS 3BOHKA «OT COTPYIHHKA O0aHKa» HEOOXOIUMO
YTOUHUTH €ro (paMujInio, HoMep TenedoHa, mocie 4ero 3aBepiiuTh pa3roBop
Y CaMHUM IO3BOHUTH B OAHK WJIM B KPYTJIOCYTOUHYIO CIYKO0y cepBuca, HOMEp
KOTOpOW HamucaH Ha OOOPOTHOM CTOpOHE IUIaTexHOU kapThl. Cooluure o
ciayuyuBiieMca. Ckopee BCero, HUKaKUX HECAaHKIIMOHHPOBAHHBIX OMepaiui
He OBIJ10, M HUKTO U3 0aHKa HE 3BOHMII;

- B ClIy4dae IIOCTYIUIEHMs 3BOHKa «oT mnonasmero B JTII
POJCTBEHHUKA» JIMOO «COTPYJHUKA MWJIMIMKW» HEOOXOAUMO YTOUYHHUTH €ro
dbamminio, Homep TenedoHa, MOCJIE YEero 3aBepIIMTh PAa3roBOp U CaAMUM
MO3BOHUTH JAHHOMY, JIMOO WHOMY POACTBEHHUKY OO HHOMY APYrOMY
JUIly Yy KOTOPOMY MOXHO mepenpoBepuTh uHbopmanuwo. Jlanee,
HE3aMeJIJTUTEILHO COOOIUTh O JaHHOMY (hakTe€ B MUJIMIMIO U HU B KOEM
clly4ae He TmepeiaBaTh HUKOMY JCHEKHBIX CPEJICTB,;

- B TOM CJIy4ae, €CJIM ¢ UCI0JIb30BaHUEM Baiiiero cuera u npapjia KTo-
TO OyJeT MBITaThCS COBEPIIUTHh HECAHKIIMOHHUPOBAHHBIC OMEpaluu U OaHK
3TO 3aMETUT, TO €ro COTPYIHUKH CIIEpBa WHHUIIMATUBHO 3a0JOKUPYIOT
O0aHKOBCKYIO IUIATEXXHYIO KapTy, 3aTeM cooOmar Bam mpu4yuHy OpUHSTOTO
pereHust (HU4ero He yTOYHSSA) U IPUTIIACAT MOCETUTh OaHK C MACTIOPTOM IS
MOJIYYCHUSI HAJIMYHBIX JIEHEeXKHBIX CPEACTB WM HAIMCAHWs 3asBJICHUS Ha
TIEPEBBINMYCK KapThI;

- HH B KOEM CJIydae HE MPEAOCTaBIISIUTE IOCTYIl K MOOWIBHOMY
YCTPOMCTBY mOCTOpOoHHMM Jimnam! Hwukorma He ycraHaBiuBalTe IO
npoch0aM HE3HAKOMBIX JIMI[ MPOTPaMMbl yAAJICEHHOTO JOCTYIa, TaKue,
Harpumep, kak «AnyDesk», «TeamViewer» u gap. He cooOmaiite
HE3HAKOMBIM JIMIIAaM CeaHCOBBIC KOJbI! Uepe3 3TH NMpUI0oKeHHUs] MOIIEHHUKH
MOTYT MOJYYUTh JOCTYIl K MOOMJIBHOMY MPHUJIOKECHUIO WHTEPHET OaHKWHTA
Ha BarmeMm ycTpoiicTBe M COBEPIIUThH XHINCHHUE JCHEKHBIX CPEACTB. YUTHUTE:
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COTPpYAHUKH OaHKOB HHUKOTJAa HE HCHOJB3YIOT JIsl CBA3U C KIMEHTaMu
Meccenxepsl («Vibery, «Telegramy», « WhatsApp»);

- B HACTOSIIEE BpEeMs MPOCTO HEOOXOAUMO HAJMYUE BTOPOH
OAHKOBCKOM IJIATE€KHOM KapThl, HE MPUBSI3aHHOW K OCHOBHOMY OaHKOBCKOMY
cuyeTy (Hampumep, 3apIlaTHOMY). DTOW KapTOMl pacCUMTHIBAWTECh B CETU
WHuTepHeT, 3apaHee MOMOJHSAA €€ Ha HEOOX0IUMYI0 cyMMy. B TakoMm ciyuae
Bbl cMoxkeTe 00e3011acuTh CBOM OCHOBHOM OAHKOBCKHII cueT. MHorue 0anku
IPEUIaraloT CBOUM KIIMEHTAM YCIYTY BBINYCKA «BUPTYAJIbHOM KapThD».
[Ipomecc ee OTKpHITHA HE TpeOyeT TMOCEIIeHUus KINEHTOM OaHKa u
IpEACTABISIET cO00M TOCTaTOYHO OBICTPHIN mponecc. B utore Bol cTanere
oOnagaTesieM OJJIEKTPOHHOTO aHajgora OaHKOBCKOW KapThl, MOCPEACTBOM
KOTOPOW CMOKETE PacCUMTHIBATHCS 3a YCIyru B ceTh VHTepHeT 0e3 pucka
CKOMIIPOMETUPOBAThL OCHOBHOM OaHKOBCkHil cuer. IIpocto mepexn omnaroi
MOTIOJIHUTE €€ HEe0OXOAMMON CYMMOW C OCHOBHOM KapThl - U HHUKAKHUX
npobiiem!;

- KaXAbli Biajenen] 0aHKOBCKUX IJIATEKHBIX KAPT MOXKET HACTPOUTh
COOCTBEHHBIM anroput™M OE30MACHOCTH MpPU HUX HCMONb30BaHUMU. Jlnid
o0OecreueHrs COXPaHHOCTH JICHEXKHBIX CPEACTB, pPa3MELIEHHbIX Ha
OAHKOBCKMX CuUeTax, KaXKIblil aepkaTellb KapTOYKH MOCPEIACTBOM CHCTEM
JUCTAHIMOHHOTO  OAaHKOBCKOTO  OOCIYXXMBAaHHSI  MOXET  yCTaHOBHUTH
WHJUBUlyaJlbHbIE OrpaHUYEHHs (JIUMUTHI/3anpeThl). Cpeau OCHOBHBIX -
clienymoomme: moakirdeHne  TexHojormu  3D-Secure  (oOs3arenbHOE
MIOATBEPKIACHUE OIEpallMii, COBEPIIAEMBIX JEPKATEIAMU KAPTOYEK C
NPUMEHEHHEM HMX DPEKBU3UTOB B ceTu VIHTEepHET); ycTaHOBIEHUE OaHKOM-
OMHUTEHTOM  OIPAHMYEHHME HA TPOBEACHUE  PACXOAHBIX  OIEpaLMU
(MakcUMallbHasi CyMMa M KOJIMYECTBO ONEpaluil B ONPEAEICHHBIM MepHo/I
BPEMEHHN); BO3MOXKHOCTh CaAMOCTOSITEIbHO YCTAHABIMBATh OrPAHUYEHHUS (Ha
IIPOBEACHUE oOmepauuil B ceTu MHTEepHET, Ha COBEpIICHUE OIEpaluil B
KOHKPETHOMW CTpaHe, Ha COBEPILEHUE OTACIbHBIX BUJIOB ONEpALIHil);

- Uil JIOCTyla K CHUCTeMaM JUCTAHIMOHHOTO OaHKOBCKOI'O
0OCITy’KMBaHUS U JTUYHBIM aKKayHTaM HEOOXOAMMO HMCHOJIb30BaTh CIOXKHBIE
napojiy, HCKIYaloIMe BO3MOXHOCTh HUX moadopa. Pexomenmyercs
COCTaBJISITh KOMOWHAIIMK Tapojie He MeHee 4eM u3 12 3HakoB (Ludpsl,
OYKBbI M CUMBOJIBI B pazHOM peructpe). Co3naBaiiTe yHUKalIbHbIE MapoOu
JUISL KaXXJIOro0 cepBUCa B OTIEIbHOCTH. CTOMT BO3JAEpKATbCA OT MapOJIEH,
COCTABJICHHBIX M3 JAT POXKJIEHHUS, UMEH, (PaMUIIMK - TO €CThb TE€X, KOTOpbIE
JErKO  BBIUUCIUTH M3  OOIIEJOCTYNMHBIX HCTOYHMKOB  HH(OpManuu
(HanpuMmep, TexX K€ COLUMaIbHBIX cerel). Takxke ciemyer peryiasipHO MEHSTh
napoyiv, 4yeM yame - Tem Jiyume. [lonb3yiiTech TOJIBKO NPOBEPEHHBIM
MEHEeKepaM naposen!;

- IpU MOCTYIUICHUM B COLMAJIBHBIX CETAX COOOLICHWA OT JuL,
COCTOAILIMX B KATETOPUM «IPY3bsi», C MPOChOAMU O MPEJOCTABICHUU
PEKBU3UTOB OAHKOBCKHMX IUIATEXKHBIX KapTOUYEK - HE CIEOYEeT Cpa3y XKe
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OTBeYaTh Ha M0J00HBIE coolieHus! Hepenko Takue nmpockObl pacchlIaloTCs
OT UMEHU APYy3€l MPECTYNMHUKAMH, B3JIOMABIIMMHU AKKAYHT B COLMAIBHOMN
CeTH U TMOJYYUMBUIUMHU JOCTYI K KOH(UIEHUIUANbHON mepenucke. [loaTtomy
CHavaJla HEOOXOJIMMO CBSI3aThCS C 3THM YEJIOBEKOM (MO TesiepOoHy, JTUYHO
BCTPETUTHCS) U YTOUHUTH, ACHCTBUTEIBHO JIM OH HY>KJA€TCSI B TIOMOIIIY;

- B IEIIX 3alllUThl YCTPONCTB HEOOXOIUMO HCIOJIB30BaTh
JUIEH3UOHHOE  MpOrpaMMHOE  OO€cleueHue, PEryasipHo  OOHOBISTh
nmporpaMMHOE€ oOOeclieueHHe U ONEPAIMOHHYI0 CHCTEM. Y CTaHOBUTH
AHTUBUPYCHYIO NPOTpaMMy CIEAyeT HE TOJBKO Ha IIEPCOHAJIBHBIN
KOMITBIOTEP, HO U HA CMapT(OH, IUIAHILIET U PETYISIPHO OOHOBIISTH €€.



